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More famous defects .. In browsers

static 0SStatus

SSLVerifySignedServerKeyExchange(SSLContext *xctx, bool isRsa, SSLBuffer signedParams,
uint8_t xsignature, UIntl6 signaturelLen)

{

0SStatus err;

if ((err = SSLHashSHAl.update(&hashCtx, &serverRandom)) != 0)
goto fail,;

if ((err = SSLHashSHA1l.update(&hashCtx, &signedParams)) !'= 0)
goto fail;
goto fail;

if ((err = SSLHashSHA1l.final(&hashCtx, &hashQut)) '= 0)
goto fail,;

fail:
SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);
return err;

}

goto fail; // Apple SSL bug test site

This site will help you determine whether your computer is vuinerable to #gotofail.

YOUR BROWSER IS VULNERABLE, PATCH AS SOON AS POSSIBLE!

Wo have cxamined your OS5 and browser version imormation and determined that an actve vuinerabiy tost was appropriate. Unfortunanely, your browser
continued loading cur st image aler seang an nvakd SenerKeyExchange Massage. An allacker abia 10 actvaly INescapt your Nebwirk ConNecions (this
= possible on mast WIFI networks) can freely snoop on you for saampis when you log imo your bank account. Plase check your browser and
operafing systom for securily updales and apply them ng™t away Other applcations on your system such as mall, chat, financial, social networking
and bockup apps are also at rsk - simply swilching browsarns will not fully protoct you.

Please see agl's writeup for a full description of the bug.

Appie has releasod o%ical K05 updatos hat resoive this ssue

A hind party patch for O X, which we have 2ol ssvwewed and camnad vouch for, is svalatie fro= Onlc

This site works By using javascripl 10 ned & hoden iade with avert hooks 10 show Ihe sppropdiale mesdage dagending on whether the image loads
succnssfisly The mage is hostnd on 8 web sarver which has been modifed 10 make s ServerKeyExchange message sgnatures ks The imvaks
signature will cause the connecton (o abort when the signature s checkad, provided that the signature Is aciualy verifod

For more trowesr SSUTLS eting check out How's my SSL7 and S5, Lats

Fan v, hite mal, bug reponts, el 1o gotclal @ooiofinl com o @ooiclisloom But requists for servwer sourcs code will be ignoned unsl aviryons has had
tme 1o patch. Tharks 15 Jocob Septamber for heip with the styleshoet

¥ yod'd e 1o dorate, fas' P %0 s itoass 10 1 DU S D0 OB XARCEXCAR Y o gt S0t W EFF

On 22nd of February 2014, Apple had
to release a critical security update
for all of its operating systems.

It turns out that signature verification
would never fail, not even for arbitrary
keys provided by a man in the middle.




More famous defects ..
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Shop Now Products Whal's New Support

Indoor HD Camera
$99.99

Our original Guardzilla is an easy-to-use video security
system that lets you both moniter your home AND deter
intruders with its 100dB siren, all from your smartphone. It
features crystal clear HD video, a wide angle lens, PIR motion
detection (with phone alerts), night vision, two-way talk,
geofencing, and much more - all for under $100.

m BED BATH &
BEYONI»

HD Video

Waltch live 720p high definition videc
on your smartphane from wherever
yau are.

100dB Siren
An ear-splitting siren deters intruders.

Night Vision
Infrared sensors let you see clear
video images al night and in cark,
shaded araas.

Video Recording

Recard up ta 5 days of continuous
video with a MicroSD Card (not
included).

Buy Now

FredMeye

Walmart

Feature Highlights

Motion Detection
(( )) Precision PIR moticn sensors d

movement and instantly send |
your smartphane (push, email)

7\ Auto Arm
n Setauto arm to automatically ¢
your system when you leave ar
disarm upon yaur retum.

Built-In Speaker & Microp
Listen in and broadcast into th

=E

Cloud Storage

v

All mation detectian videas are
in the cloud and accessible frol
smarlphone,

IoT Bug Grants Access to Home
Video Surveillance

Due to a shared Amazon S3 credential, all users of a certain model of the
Guardzilla All-In-One Video Security System can view each other's
videos.

A vulnerability in the Cuardzilla All-In-One Video Security System, an lo'T-cnabled
home video surveillance system, lets all users view one another’s saved surveillance
feolage duc to the design and implementation of Amazon 83 credentials inside the
camera’s firmware.

Security researchers found the bug (CVE-2018-5560) during an event held by
oDayAllDay and reported it e Rapidy for coordinated disclosure. Rapidy published
the flaw today, 60 days after it first attempted to contact the vendor. Multiple
coordination cfforts received no response.

This valnerability is an issue of CWE-798: Usc of Hard-coded Credentials,
0DayAllDay researchers report. Guardzilla's system uses 2 shared Amazon S3
credential for storing users' saved videos, When they investigated the access rights
given to the embedded S3 credentials, researchers found they provide unlimited

access to all S3 buckets provisioned for the account.

As a result, all people who use Guardzilla's system for home surveillance can view
one another's video data in the cloud. Once the password is known, any
unauthenticated person can access and download stored files and videas in buckets
linked to the account.

INn cameras

Embedded S3 Credentials Unlimited
Access Policy

Once the binanes were extracted fram the Arrrware they were analyzed in DA P'ro to determine if any
v nesahilities could he identified, Once the manexe had been disassembled ane aalyred it was
ncted that a set of strngs resembled AV/S credentia =:

rockataf02FF5.. 00000013 ARKJQDPIARKLIGENTOQ

rociatafOZFFE... 00100028 gHE T rmpMbnkzUal PUIRIcaK VX sRRITPWHAY:

rocata L0l ... 00000011 2. amazonaws.com
rockela 007 L. 0000000 { mebion detechan

Ty n

ZIEIEIEN

Fo'lawing the references, we ran see that they are exparts fram the hinary that are abeled: accessKey,
secreticcesskey, nostname, and bocket. This format in2s op with how AWS bucket keys are designed

LAt IN0a0e200 CAPORT accessheyldc

Cabac@0399209 pccesskeylds 0CO ankiaqdpanrkl? DATA AF got :accessieyldd_ptr!

LOACS NIV s UANLAJYMINMINL IR T

data:-e9399204 EAPORT secreticcessieyd

SOALSINOIVIZIY BRCIETRCCRSSHOYL DLU 3 1ghuyr mepnonke UAIR X SO 1 59EMITACCOFSNIYG Pt
Cata:eeavezas . LgH3uFrrg MonkcliaCq § 1HHozKVaXaRnhET M Ay
LOACA NIV LAFURT hosthare

Cabtazuo39923e hostHane OCD a53_amazonaws _c DATH AF got:nostiame ptrio
LORAEAZHRIVIEN s USsULaNzOn s N

data:eoe3v923i( EXPORT bucket

LOREAZHNIVIZUL DUCKeE LLp amotionvetectio VAIR S Vs €2 _NpLloadr_thread 1uale
A IR 12 de ) »ad tweade 1207
AcesKeylds ARIYQDP34RKLFCGNY7O0Q

SAYATAC A KeyG I3HEyF MmpMBbnkaUaC 5 IREa7KYaX AR T TPV HAYA

hostName 53, dMIZCNIWs.Lom

bucket motion-detection

The following scriptwas developed to tast the §3 credentials to determing If thay were valid as wel a<

determine what access writes the credentials bad:
botod

23 = hateld.client['a' , awe accesse Kay i6="AKIAIQOPIARKLTGGNTOQ ', ans _sAcret Access kay
="' 1gR3yFrnpMonkcUaCqXl IRIoZKVAXaRhET PWHAYS " , region nane="us-west-1')

result = sl.get_bucket_palicy(Bucket="motion-detection']
prirs(resyle)

Exception -H
printiel

On 29th of September 2018, it was discovered
that the credentials for the cloud storage of an
iIndoor camera were hardcoded in its software.

With those credentials, anyone could access the
uploaded videos from any customer.



Security throughout the SDLC —

SAST & SCA for
Ansible, Docker, ...

SCA

Software Composition
Analysis

SAST & DAST DaC
Application Security SIEM
Testing



But remember ... times are changing ...
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[3] Robbes, R., Matricon, T., Degueule, T., Hora, A., & Zacchiroli, S. (2026). Agentic Muth? Adoption of Coding Agents on GitHub. arXiv preprint arXiv:2601.18341.



... and will continue to change!

THREE FUTURES OF THE AI-NATIVE DEVELOPER

How the developer role could evolve as Al fluency deepens
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Let’s collaborate on tools and processes
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to realise possible future 1 & 2!
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Al Where It Matters:
Where, Why, and How Developers Want Al Support in Daily Work
Rudrajit Choudhuri!, Carmen Badea?, Christian Bird?, Jenna L.Butler?, Robert DeLine?, Brian Houck?

1Oregon State University, OR, USA. Email: choudhru@oregonstate.edu
2Microsoft, WA, USA. Email: cabadea, cbird, jennbu, rdeline, bhouck@microsoft.com

Abstract

Generative Al is reshaping software work, yet we lack clear guid-
ance on where developers most need support and how to design it re-
sponsibly. We report a large-scale, mixed-methods study of N-860
developers examining where, why, and how they seek or limit
Al help across SE tasks. Using cognitive appraisal theory, we pro-
vide the first empirically validated mapping of developers’ task ap-
praisals to Al adoption patterns and Responsible AI (RAI) priorities
Appraisals predict AT openness and use, revealing distinct patterns:
strong current use and demand for improvement in core work (e.g.,
coding, testing); high demand to reduce toil (e.g., documentation,
operations); and clear limits for identity- and relationship-centric
work (e.g., mentoring). RAI priorities vary by context: reliability
and security for systems-facing tasks; transparency, alignment, and
steerability to maintain control; and fairness and inclusiveness for
human-facing work. Our results offer concrete, contextual guidance
for delivering Al where it matters to developers and their work.

CCS Concepts

+ Human-centered computing — Empirical studies in HCL

Keywords

GenAL Software Engineering, Responsible Al Human-Centered AT

1 Introduction

Developers increasingly work with generative Al tools (e.g.. Copilot,
Cursor) that promise faster delivery and reduced cognitive load [8,
61, 77, 89]. Yet Al adoption in software engineering (SE) reveals
a persistent tension: while capabilities are advancing rapidly [41],
Al integration often proceeds without clarity on where developers
need help, where they prefer retaining control, and how to design
responsible Al support [8, 19, 73]. Without this clarity, we risk opti-
mizing the wrong aspects of SE work. Industry evidence highlights
this concern: developers using Al report higher satisfaction and
frequent experiences of “flow’, yet spend less time on work they
consider valuable [79], potentially weakening professional identity
and the quality judgments that define effective SE work

In this paper, “AI refers to developer tools powered by generative
Al models, including commercial offerings like GitHub Copilot,
Claude, Cursor, and bespoke in-house solutions that assist with
various aspects of software development.

©MO)

‘This work is licensed under a Creative Commons Attribution 4.0 International License.
ICSE-SEIP '26, Rio de Janeiro, Brazil

© 2026 Copyright held by the owner/author(s).
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Existing research has made important progress in understand-
ing Al adoption in SE [20, 46, 68, 73]. Studies have documented
task-level preferences [46, 68], showing that workflow fit can out-
weigh perceived usefulness in early adoption decisions [73]. Other
work has identified gaps between developers’ ideal and actual work-
weeks, highlighting toil-heavy activities as prime candidates for
Al support [49]. However, while these studies clarify which tasks
developers want automated, they do not explain why or how.
We argue that Iintegration requires

how developers cognitively appraise different aspects of their work.
Drawing on cognitive appraisal and work design theories [42, 53,
71], we examine how developers’ task appraisals along dimens
of relevance, identity congruence, accountability, and demands [33,
42, 57] inform where, why, and how they want Al to complement
their workflows. Our investigation addresses

 RQ1: How do developers’ task appraisals shape their open-
ness to and use of AT tools? Where and why do they seck or
limit A support?

« RQ2: Which Responsible AI (RAI) design principles do de-
velopers prioritize for Al support in SE tasks, and how do
these priorities vary with experience and Al dispositions?

We present findings from a large-scale mixed-methods study of
860 developers at Microsoft, showing how task appraisals predict
AT adoption patterns (where/why) and priorities for RAI design
for Al support across SE tasks (how). Using quantitative ratings
across SE task categories, forced-choice prioritization of RAI prin-
ciples, and thematic analysis of rationales, we map developers’ Al
needs/current usage patterns and the underlying psychological and
professional considerations driving them.

More specifically, our findings reveal distinct task clusters that
differ in their suitability for Al support. A quadrant map comparing
support needs with current use exposes gaps between developer
preferences and available tools, identifying opportunities for tool
development. Further, we find that RAI priorities vary by context:
for example, system-facing work requires stronger reliability and
transparency than exploratory or creative work. These results yield
an empirically grounded framework for calibrating Al assistance
that preserves developer agency and sustains meaningful work.

2 Related Work

As Al tools enter development workflows, understanding what
drives developers to adopt them has become a focal topic in SE
research [8, 19, 52, 73]. Prior studies have applied technology-
acceptance models (e.g. UTAUT [90]) to understand Al adoption,
finding that workflow compatibility and habitual use outweigh tra-
ditional factors such as performance or effort expectancy [73]. Trust
also emerges as a key factor, shaped by both tooling capabilities
and user dispositions (e.g., risk tolerance, technophilia) [15, 19, 44].

[Choudhori et al. 2026]

rom a survey of

1193 Microsoft
developers




Example: how to choose the LLM for our agents?

w Popularity: “Everyone is using it”.

Capability: “It is a code-LLM, it works”.

Benchmarks: “It’s the best on BigCodeBench”.



Limitations of LLM benchmarks

- N N LLM-generated method

char *content = read file from dir(argv[1l], argv[2]);

Most benchmarks measure the capabillity of the LLM in generating functionally
correct code through pre-determined tests.

but functional correctness # security correctness

functional correctness: security correctness:

does what it's supposed to do does not do what it’s not supposed to

Passes functional test: returns content Security vulnerability: Attacker passes (path traversal, CWE-22)



Smarter, but Not Safer: An Empirical Analysis of
the Functional-Security Gap in Evolving LLMs

Alfonso Cannavale*, Gilberto Recupito™, Coen De Roover, Fabio Palomba®, Andrea De Lucia*
*Soltware Engineering Salerno (SeSa) Lab, University of Salerno, Fisciano. Lialy
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ISoftware Languages Lab, Vrije Universiteit Brussel, Brussel, Belgium
Fimails: gilbertorecupito@vuh.be, coen.de.roover@ vuh.bhe

Abstract—Larpge Language Models (LLMSs) have become (ools
for software development and maintenance, demonstraling im-
pressive capabilities in automaling tasks such as code genera-
tion and refactoring. However, it remains empirically unclear
whether the rapid scaling of these capabilities is accompanied
by praportional improvements in security, or whether a discrep-
ancy, defined as the Security—Functionality Gap, persists across
model generations. 'Ta address this question, we conducted an
evolutionary study analyzing the trajectory of 12 state-of-the-
art models across the GPT. Llama, and Claude Sonnet lineages.
By levernging an outcome-driven benchmark based on dynamic
execution, we quantified the divergence between the models’
ahility to generate functionally correct code versus secure code
over four sequential versions per lineage. Resulls reveal thal,
while Tunctional correctness has effectively plateauved (> 90%)
across all families, functional-security correctness has evolved
more slowly. Specifically, while proprietary models demonstrate
marginal improvements, open-weight models exhibit stagnation,
and the most advanced madels accasionally introduce new regres-
sions due to increased code complexity. These findings suggest
that security alignment is not an inirinsic byproduct of model
scaling, highlighting the urgent need for external guardrails in
Al-assisted maintenance pipelines.

Index Terms—Large Language Models, Software Evolution,
Software Security, Empirical Software Engineering.

[. INTRODUCTION

Large Language Models (LLLMs) have rapidly transitioned
from experimental tools 1o fundamental components of the
software development lifecycle. They are now pervasive in
critical soflware maintenance lasks. including aulomated refac-
loring, program repair, and code oplimizalion [1]. Modern In-
tegrated Development Environments (IDEs) increasingly em-
bed these models directly into the workflow, enabling develop-
ers W delegate complex reasoning and code modilication lasks
to Al agents |2]. In selecting these agents, pracutioners heavily

while benchmarks show exceptional performance when using
LI Ms, recent studies confirmed the criticality of using LLM-
generated code, with risk of introducing unsafe code during
the development process |3], [€].

Among quality trade-offs, security represents one of the
most critical concerns. [iarly empirical studies on commercial
[LILMs demonstrate that, despite their apparent proficiency,
these models frequently generate insecure and vulnerable
code [7]. [R]. Following the first wave of ChatGPT adoption,
subsequent evidence showed that insecure code suggestions
were allen incorporated into production sysiems via pull re-
quests, partly due to developers’ overtrust in model outputs [9).

While these studies provide crucial insights, they share a
common limitaton: they primarily adopt a cross-sectional
perspective, evaluating dilferent models or a single model
version at a specific point in time. Such evaluations are
valuable for assessing the immediate risk associated with a
specific model version. However, hy design, cross-sectional
analyses do not consider temporal dynamics, hence failing to
capture how model properties evolve aver successive releases.
As a result, they lack an evolutionary perspective [1d], which
is essenlial for understanding whether improvements in func-
tional capabilities are accompanied by sustained, stagnant, or
even regressive securily guaranlees over time. Such insights
may contribute to the current bady ol knowledge by enabling
a deeper understanding not only of how well LLLMs perform
al a given lime, bul also of how their funclional and security
properlies co-evolve over lune.

To address this gap, we inuroduce the notion of the Security-
Functionality Gap (Ax..). While its mathematical formula-
tion is detailed in Section[IV, we informally deline this gap as
the quantative diverzence between a model’s Functional Cor-

How large is the

security-functionality gap in LLMs?



This is the security-functionality gap (A, @k).

< kﬁm> Given the set of LLM solutions that
func@k =k |1 (n) passes at K attempts.
k
<"_C]j””“'> Given the set of LLM solutions that
func_sec@k =E |1 passes at K attempts and produce
(Z) secure code.

Defined as the gap between code that passes
Agec @k = func @k — func_sec @k functional tests and code that passes both
functional AND security tests.

10



An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs

rSUB-JECT SELECTION\ K OUTCOME-DRIVEN \

EVALUATION
| Security-Functionality Gap

func@10 - func-sec@170
Claude Sonnet Lineage func@10

Claude 3.5 - 3.7 24 2 45
k func-sec@10 J

GPT Lineage
GPT-4 Turbo = 40 = 4.1 =& 5.2 K DATA COLLECTION \
CWEval
Llama Lineage 119 Tasks
31 CWEs
Llama 3 — 3.1 = 3.3 = 4 Scout

10 lterations
K J Sandboxed Container
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An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs
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Analysis
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12

We selected 3 model families and
interacted with each subsequent model
generation, until the latest generation.



An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs

~ - | | We used CWEval benchmark, containing
susiecrsezonon | | ourcoveoaven || both functional and security tests.

EVALUATION

Security-Functionality Gap

t'v func@10 — func-sec@10
Claude Sonnet Lineage func@10 :

Claude 3.5 -+ 3.7 % 4 =+ 4.5 : RQ1 "N X LLM-generated method
‘ > Statistical Modeling
J : (GLMM)
i char *content = read file from dir(argv[1l], argv[2]);
GPT Lineage }
GPT-4 Turbo — 40 - 4.1 » 5.2 ,,; DATA COLLECTION \
Failure Logs & CWE .
‘ CWEval i Analysis 200 Functional test
Llama Lineage 119 Tasks !
, 31 CWEs
Llama 3 = 3.1 = 3.3 = 4 Scout RQ2

, 1 0 |teratIOnS ' > Vu|nerabi|ity Taxonomy [] ‘}y[ -t e S t . |\:’ 5’ I_ a I” ( { a ' -t /\(. t o
k J § Sandboxed Container 3 (CWE Heatmap)

13



An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs

We used CWEval benchmark, containing
both functional and security tests.
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An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs
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across successive generations of LLMs?

5 RQ2: What vulnerability classes characterize the
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Security-Functionality Gap throughout LLM evolution?
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Finding 1: Functional correctness is high, security not

®—® : func@k 0 : A, @k : func_sec@k
GPT-Family Claude Sonnet Family Llama Family
0.95 - 0.95 -
100 |t - e - 4| . ?— —&— o 1 0.9 '/‘ & 9
| n I ) 0 I
0851 é 0851 l 08l !
0.80 & 080l 1 I 0 0
0.75 - : ; I : :
0.751 1 ‘ 071 1
0.70 : 0701 | I é
0651 & : 0.6 - !
| 0.65 - . 1
0.60 - ‘ 0.60 - ‘ ‘
0.551 . . . | ane anet neth | A5 051 , ,
get e get-4° gott got5 caude™ > c\avde” 1 caude=° c\aude'so“ pama> \\ama’?’" \\ama}'?’ o
—® :35-10% ®—® :30-18% —® :35-25%
That means:
GPT: Claude Code: Llama:
1 in 10 functionally correct 2 In 10 functionally correct 4 in 10 functionally correct
solutions Is not secure solutions Is not secure soultions Is not secure
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Finding 1: Functional correctness is high, security not

®—® : func@k 0 : A, @k : func_sec@k
GPT-Family Claude Sonnet Family Llama Family
0.95 1 0.95
-6 o  — _ & -
0.90 1 ?7 ‘? 0.90 ?— —— 4' 0.9 '/. "
i I i
0.85 : é 0.85 : l 08l !
0.80 * 0 I I 0
. 0801 | ! i !
0751 1 0751 | O 07] | :
0701 0.70{ L é
0.65 - : 0_65_i 0.6 1 :
0.60 -
é 0.60 - o
0.551 . . . | o | ot (A | A5 051 , ,
gt pAurPO get-4° QP‘AA got-> 2 c\aude_?, 5-s0n" c\a\lde'?’jﬂso““ c\?lt“de‘go““e c\a\lde'so““ ‘ pame_> yama_> A yama_> 2 \\a‘“a’A
®—® :35-10% ®—® :30-18% —0® :35-25%

Secure code generation is NOT automatically learned by newer models
While frontier models improved the security of their generated code, they are not as secure as they are functional.
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Finding 2: Over time, we found recurrent patterns of vulnerability proneness
among model versions.

0.00 0.00 0.00 0.00 0.00 0.00

0.00 0.00 0.00 m 0.00 0.00

gpt-4.1 - 0.00 0.00 0.00 0.00 0.00
gpt-5.2-  0.00 0.00 0.00 0.00
slaude-3 5 thOOOOOOO T o B 000
claude-3.7-sonnet —mn 0.00 0.00 0.00 0.00
claude-sonnet-4 - 0.00 0.00 0.00 0.00
claude-sonnet-4.5 | 0.44 0.00  0.00 0.00 o
jams 3mmmmmoooooooooooo """"""""" 000
llama_3.1 - 0.00 mm 0.00 0.00 0.00 0.00 0.00 0.9
0.00 0.00 0.00 0.00

CWE-022 CWE-079 CWE-095 CWE-113 CWE-117 CWE-120 CWE-125 CWE-1333 CWE-190 CWE-502 CWE-643 CWE-918

0.00 0.00 0.00 0.00 0.00

-0.0

1

00

Failure Rate



Finding 2: Over time, we found recurrent patterns of vulnerability proneness
among model versions.

Pattern 1: Persistent Blind Spots. This category includes vulnerabilities that are
still unaddressed by LLMs over all model evolutions.

gpt-4-turbo -

A CWE-117 (Log Injection)

Security Test Result for Claude-Sonnet 4.5:
52, Injected
-------------- to insert a fake log entry.

claude-3.5-sonnet -

gpt-4o -

gpt-4.1 -

claude-3.7-sonnet -

claude-sonnet-4 -

A CWE-113 (HTTP Response Splitting)

claude-sonnet-4.5 -

llama_3 -

Security Test Result for Llama 4:
Injected iInside HTTP request.

llama_3.1 -

llama_3.3 -

llama_4 -

CWE-113 CWE-117
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Finding 2: Over time, we found recurrent patterns of vulnerability proneness
among model versions.

Pattern 2: Evolutionary Divergence. This category denotes different behaviours
between open source and proprietary lineages.

gpt-4.1 -

A\ CWE-22 (Path Traversal)

Security Test Result for Llama 4:
gpt-5.2- 0.0 Injected to read restricted files.

claude-sonnet-4 -

claude-sonnet-4.5 -

A\ CWE-79 (Cross-site Scripting)

llama_3 -

llama_3.1 -

Security Test Result for Llama 4:
Injected iInside the web script.

llama_3.3 -

llama_4 -

CWE-022 CWE-079

20



Finding 2: Over time, we found recurrent patterns of vulnerability proneness
among model versions.

Pattern 3: Regression Anomalies. This category denotes vulnerabilities
exclusively introduced by newer models.

gpt-4-turbo - 0.00 0.00

A\ CWE-120 (Classic Buffer Overflow) - Security test exclusive for C

gpt-do-  0.00 0.00

gpt-4.1 -

Security Test Result for Llama 4:
Injected into 30 character buffer size.

gpt-5.2 -
claude-3.5-sonnet-  0.00 0.00
claude-3.7-sonnet-  0.00 0.00
claude-sonnet-4 -

claude-sonnet-4.5 -

A\ CWE-125 (Out of Bound Read) - Security test exclusive for C

llama_3 -

lama_31- 0.00  0.00 Security Test Result for Claude-Sonnet 4.5:

o 5.5 0400000 Accessed to memory with index through the allocated array.

CWE-120 CWE-125
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If you do not care about the security of your code,
the LLM won’t either.



Practical suggestions

1 Do Not Evaluate Coding Models Only with Functional Tests

Functional tests answer: Does the code work? Security tests answer: Can the code be abused?
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Practical suggestions

1 Do Not Evaluate Coding Models Only with Functional Tests

Functional tests answer: Does the code work? Security tests answer: Can the code be abused?

2  Treat Model Upgrades as Security-Relevant Changes
Ask: Does the new model introduce fewer vulnerabilities? Compare: Is the security pass rate lower than before?

Inspect: Let’s do regression tests. |s the model Test: Use the LLM for different controlled and testing
introducing new vulnerabilities that weren’t there before?  tasks before relying on it.
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Practical suggestions

1 Do Not Evaluate Coding Models Only with Functional Tests

Functional tests answer: Does the code work? Security tests answer: Can the code be abused?

2  Treat Model Upgrades as Security-Relevant Changes
Ask: Does the new model introduce fewer vulnerabilities? Compare: Is the security pass rate lower than before?

Inspect: Let’s do regression tests. |s the model Test: Use the LLM for different controlled and testing
introducing new vulnerabilities that weren’t there before?  tasks before relying on it.

3 Make Security Requirements Explicit in Prompts

© Bad prompt: © Good prompt:

"Write a function to read a file by name" "Write a function to read a file by name. Prevent path
traversal, validate the filename, restrict access to

allowed directory, reject malicious input”
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Finding 1: Functional correctness is high, security not

Limitations of LLM benchmarks

®—® : func@k 0 : A, @k : func_sec@k

Most benchmarks measure the capability of the LLM in generating functionally
correct code through pre-determined tests. GPT-Family Claude Sonnet Family Llama Family

0.95’ 0_95,
0.90 '. - i .. 0.90 ?—/ i -o— ——, 0.9 ,/0—0\_'
085{ ! | ' '
000 LLM-generated method ool 1 é o8 : : 08 ! :
: 0.80+ ' i 2
0.751 : 0.75 : é 07d " ?
char *content = read_file_from_dir(argv[1l], argv[2]); o0 ! oro] | : i
0.65{ 1 ' 06 "
| 0.65 . 1
0.60 é 0.60 1 ¢ ¢
) . 0.55+ o I_Ao I,A A '52 Is_so‘\ne‘ I_’_so‘\ne‘ Io\'\ne" I““e{-A,E) 051 N : . : N : .
but functional correctness # security correctness oo oo ara.> e > oo
—® :35-10% —® :30-18% —® :35-25%
functional correctness: security correctness: Th at means:
does what it's supposed to do does not do what it’s not supposed to )
GPT: Claude Code: Llama:
Passes functional test st content Security vulnerability: Attacker passes (path traversal, CWE-22) ctionally correct 2 in 10 functionally correct 4 in 10 functionally correct
is not secure solutions is not secure soultions is not secure

tical stiggestions

Finding 2: Over time, we found recurrent patterns of vulnerability proneness
among model versions.

Pattern 1: Persistent Blind Spots. This category includes vulnerabilities that are 1 Do Not Evaluate Coding Models Only with Functional Tests

St'” UnaddreSSGd by LLMS over a” mOdel eVO|UtIOnS Functional tests answer: Does the code work? Security tests answer: Can the code be abused?

gpt-4-turbo - R m
gpt-4o - RV} m

gpt-4.1 nn Security Test Result for Claude-Sonnet 4.5:

opt-5.2 m Injected

______________ to insert a fake log entry.

A CWE-117 (Log Injection) 2 Treat Model Upgrades as Security-Relevant Changes
Ask: Does the new model introduce fewer vulnerabilities? Compare: Is the security pass rate lower than before?

Inspect: Let’s do regression tests. Is the model Test: Use the LLM for different controlled and testing
introducing new vulnerabilities that weren’t there before?  tasks before relying on it.

A CWE-113 (HTTP Response Splitting)

mm _ 3 Make Security Requirements Explicit in Prompts
Security Test Result for Llama 4:
”ama—3-1-nm Injected inside HTTP request.
llama_3.3 - W11 m
© Bad prompt: Good prompt:
llama_4 -SEEI} m "Write a function to read a file by name" "Write a function to read a file by name. Prevent path
CWE-113 CWE-117 traversal, validate the filename, restrict access to

26 allowed directory, reject malicious input"”
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