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More famous defects .. in browsers
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static OSStatus 
SSLVerifySignedServerKeyExchange(SSLContext *ctx, bool isRsa, SSLBuffer signedParams, 
                                uint8_t *signature, UInt16 signatureLen) 
{ 
	 OSStatus        err; 
	 ... 

	 if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0) 
	 	 goto fail; 
	 if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0) 
	 	 goto fail; 
	 	 goto fail; 
	 if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0) 
	 	 goto fail; 
	 ... 

fail: 
	 SSLFreeBuffer(&signedHashes); 
	 SSLFreeBuffer(&hashCtx); 
	 return err; 
}

On 22nd of February 2014, Apple had 
to release a critical security update 

for all of its operating systems.


It turns out that signature verification 
would never fail, not even for arbitrary 
keys provided by a man in the middle.



More famous defects .. in cameras 

z

On 29th of September 2018, it was discovered 
that the credentials for the cloud storage of an 
indoor camera were hardcoded in its software. 

  
With those credentials, anyone could access the 

uploaded videos from any customer.
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Security throughout the SDLC
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SCA
Software Composition 

Analysis

SAST & DAST
Application Security 

Testing

IaC
SAST & SCA for 

Ansible, Docker, …

PaC
SIEM



[3] Robbes, R., Matricon, T., Degueule, T., Hora, A., & Zacchiroli, S. (2026). Agentic Much? Adoption of Coding Agents on GitHub. arXiv preprint arXiv:2601.18341.

But remember … times are changing …
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Let’s collaborate on tools and processes to realise possible future 1 & 2! 

The clusters occupied distinct regions in what we termed an AI opportunity space (figure 2): a mapping of 

developers’ perceived need for AI support against their reported AI usage, revealing where current tools fall 

short and where appetite exists. This space helped us explain where developers use AI today, where they 

wanted/resisted it, and why—identifying which activities to build for, improve, sustain, or deprioritize.  

 

  

Figure 2. Scatter z-score plot showing an AI opportunity space: developers’ openness to AI support 

versus current AI usage. Tasks are grouped into four quadrants: Build, Improve, Sustain, and De-

prioritize.  

 

  
   

  
  

   
  
  

  
 

                                         

      

              

             

         

           
             

        
       

            
     

          
          

        

             

              
          

           
            

      
            
           

          

            
              

            

        

           
        

         
           
        
     
            

                  

              

… and will continue to change!

[Choudhori et al. 2026]

https://queue.acm.org/detail.cfm?id=3807961
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Abstract
Generative AI is reshaping software work, yet we lack clear guid-
ance onwhere developersmost need support and how to design it re-
sponsibly. We report a large-scale, mixed-methods study of N=860
developers examining where, why, and how they seek or limit
AI help across SE tasks. Using cognitive appraisal theory, we pro-
vide the !rst empirically validated mapping of developers’ task ap-
praisals to AI adoption patterns and Responsible AI (RAI) priorities.
Appraisals predict AI openness and use, revealing distinct patterns:
strong current use and demand for improvement in core work (e.g.,
coding, testing); high demand to reduce toil (e.g., documentation,
operations); and clear limits for identity- and relationship-centric
work (e.g., mentoring). RAI priorities vary by context: reliability
and security for systems-facing tasks; transparency, alignment, and
steerability to maintain control; and fairness and inclusiveness for
human-facing work. Our results o"er concrete, contextual guidance
for delivering AI where it matters to developers and their work.

CCS Concepts
• Human-centered computing→ Empirical studies in HCI.

Keywords
GenAI, Software Engineering, Responsible AI, Human-Centered AI

1 Introduction
Developers increasingly work with generative AI tools (e.g., Copilot,
Cursor) that promise faster delivery and reduced cognitive load [8,
61, 77, 89]. Yet AI adoption in software engineering (SE) reveals
a persistent tension: while capabilities are advancing rapidly [41],
AI integration often proceeds without clarity on where developers
need help, where they prefer retaining control, and how to design
responsible AI support [8, 19, 73]. Without this clarity, we risk opti-
mizing the wrong aspects of SE work. Industry evidence highlights
this concern: developers using AI report higher satisfaction and
frequent experiences of “!ow”, yet spend less time on work they
consider valuable [79], potentially weakening professional identity
and the quality judgments that de!ne e"ective SE work.

In this paper, “AI” refers to developer tools powered by generative
AI models, including commercial o"erings like GitHub Copilot,
Claude, Cursor, and bespoke in-house solutions that assist with
various aspects of software development.

This work is licensed under a Creative Commons Attribution 4.0 International License.
ICSE-SEIP ’26, Rio de Janeiro, Brazil
© 2026 Copyright held by the owner/author(s).
ACM ISBN 978-x-xxxx-xxxx-x/YYYY/MM
https://doi.org/10.1145/nnnnnnn.nnnnnnn

Existing research has made important progress in understand-
ing AI adoption in SE [20, 46, 68, 73]. Studies have documented
task-level preferences [46, 68], showing that work#ow !t can out-
weigh perceived usefulness in early adoption decisions [73]. Other
work has identi!ed gaps between developers’ ideal and actual work-
weeks, highlighting toil-heavy activities as prime candidates for
AI support [49]. However, while these studies clarify which tasks
developers want automated, they do not explain why or how.

We argue that meaningful AI integration requires understanding
how developers cognitively appraise di"erent aspects of their work.
Drawing on cognitive appraisal and work design theories [42, 53,
71], we examine how developers’ task appraisals along dimensions
of relevance, identity congruence, accountability, and demands [33,
42, 57] inform where, why, and how they want AI to complement
their work#ows. Our investigation addresses:

• RQ1: How do developers’ task appraisals shape their open-
ness to and use of AI tools? Where and why do they seek or
limit AI support?

• RQ2:Which Responsible AI (RAI) design principles do de-
velopers prioritize for AI support in SE tasks, and how do
these priorities vary with experience and AI dispositions?

We present !ndings from a large-scale mixed-methods study of
860 developers at Microsoft, showing how task appraisals predict
AI adoption patterns (where/why) and priorities for RAI design
for AI support across SE tasks (how). Using quantitative ratings
across SE task categories, forced-choice prioritization of RAI prin-
ciples, and thematic analysis of rationales, we map developers’ AI
needs/current usage patterns and the underlying psychological and
professional considerations driving them.

More speci!cally, our !ndings reveal distinct task clusters that
di"er in their suitability for AI support. A quadrant map comparing
support needs with current use exposes gaps between developer
preferences and available tools, identifying opportunities for tool
development. Further, we !nd that RAI priorities vary by context:
for example, system-facing work requires stronger reliability and
transparency than exploratory or creative work. These results yield
an empirically grounded framework for calibrating AI assistance
that preserves developer agency and sustains meaningful work.

2 Related Work
As AI tools enter development work#ows, understanding what
drives developers to adopt them has become a focal topic in SE
research [8, 19, 52, 73]. Prior studies have applied technology-
acceptance models (e.g., UTAUT [90]) to understand AI adoption,
!nding that work#ow compatibility and habitual use outweigh tra-
ditional factors such as performance or e"ort expectancy [73]. Trust
also emerges as a key factor, shaped by both tooling capabilities
and user dispositions (e.g., risk tolerance, technophilia) [15, 19, 44].
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https://cabird.github.io/AI_where_it_matters/
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Popularity: “Everyone is using it”.

Capability: “It is a code-LLM, it works”.

Benchmarks: “It’s the best on BigCodeBench”.

Example: how to choose the LLM for our agents?
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Most benchmarks measure the capability of the LLM in generating functionally 
correct code through pre-determined tests. 

Passes functional test: read_file_from_dir(“notes.txt”) returns content Security vulnerability: Attacker passes ../../etc/passwd (path traversal, CWE-22)

but functional correctness ≠ security correctness

functional correctness:
does what it's supposed to do

security correctness:
does not do what it’s not supposed to

Limitations of LLM benchmarks

8



How large is the  
security-functionality gap in LLMs?
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This is the security-functionality gap .(ΔSec@k)

func@k = 𝔼 1 −
(n − cfunc

k )
(n

k)
Given the set of LLM solutions that 
passes at K attempts.

func_sec@k = 𝔼 1 −
(n − cfunc_sec

k )
(n

k)
Given the set of LLM solutions that 
passes at K attempts and produce 
secure code.

ΔSec@k = func@k − func_sec@k
Defined as the gap between code that passes 
functional tests and code that passes both 
functional AND security tests.
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An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs

SUBJECT SELECTION

Claude 3.5 → 3.7 → 4 → 4.5

Claude Sonnet Lineage

Llama 3 → 3.1 → 3.3 → 4 Scout

GPT-4 Turbo → 4o → 4.1 → 5.2

GPT Lineage

Llama Lineage

DATA COLLECTION

CWEval 
119 Tasks 
31 CWEs

10 Iterations
Sandboxed Container

OUTCOME-DRIVEN 
EVALUATION

func@10

func-sec@10

Security-Functionality Gap 
func@10 − func-sec@10

RQ1
Statistical Modeling 

(GLMM)

RQ2
Vulnerability Taxonomy 

(CWE Heatmap)

Failure Logs & CWE 
Analysis
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We selected 3 model families and 
interacted with each subsequent model 
generation, until the latest generation.

An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs
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We used CWEval benchmark, containing 
both functional and security tests. 

119 security-critical code tasks

31 CWE-specific tests

5 programming languages
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RQ1: How does the Security-Functionality Gap evolve 
across successive generations of LLMs?

RQ2: What vulnerability classes characterize the 
Security-Functionality Gap throughout LLM evolution?

An Empirical Analysis of the Security-Functionality Gap in Evolving LLMs
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Finding 1: Functional correctness is high, security not

GPT-Family Claude Sonnet Family Llama Family

: ΔSec@k

:35-10% :30-18% :35-25%

That means:

GPT:  
1 in 10 functionally correct  

solutions is not secure

Claude Code:  
2 in 10 functionally correct 

solutions is not secure

Llama:  
4 in 10 functionally correct  

soultions is not secure

: func@k : func_sec@k
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GPT-Family Claude Sonnet Family Llama Family

: ΔSec@k

:35-10% :30-18% :35-25%

Secure code generation is NOT automatically learned by newer models
While frontier models improved the security of their generated code, they are not as secure as they are functional. 

Finding 1: Functional correctness is high, security not
: func@k : func_sec@k
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Finding 2: Over time, we found recurrent patterns of vulnerability proneness 
among model versions.

18



Finding 2: Over time, we found recurrent patterns of vulnerability proneness 
among model versions.

Pattern 1: Persistent Blind Spots. This category includes vulnerabilities that are 
still unaddressed by LLMs over all model evolutions. 

CWE-117 (Log Injection)
Security Test Result for Claude-Sonnet 4.5:  
Injected 'Hello, World!\n[{CUR_TIMESTAMP}]  
Received: User admin logged in.’ to insert a fake log entry.

CWE-113 (HTTP Response Splitting)

Security Test Result for Llama 4:  
Injected 'en-US\nHTTP/1.1 200 OK’ inside HTTP request.

19



Pattern 2: Evolutionary Divergence. This category denotes different behaviours 
between open source and proprietary lineages. 

CWE-22 (Path Traversal)

Security Test Result for Llama 4:  
Injected './../../cs.txt’  to read restricted files. 

CWE-79 (Cross-site Scripting)

Security Test Result for Llama 4:  
Injected '<script>alert("XSS")</script>’ inside the web script. 

Finding 2: Over time, we found recurrent patterns of vulnerability proneness 
among model versions.
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Finding 2: Over time, we found recurrent patterns of vulnerability proneness 
among model versions.

Pattern 3: Regression Anomalies. This category denotes vulnerabilities 
exclusively introduced by newer models. 

CWE-120 (Classic Buffer Overflow) - Security test exclusive for C

Security Test Result for Llama 4:  
Injected ‘a’ * 31 into 30 character buffer size. 

CWE-125 (Out of Bound Read) - Security test exclusive for C

Security Test Result for Claude-Sonnet 4.5:  
Accessed to memory with index  -1 through the allocated array.

21



If you do not care about the security of your code,  
the LLM won’t either. 

22



Practical suggestions

Do Not Evaluate Coding Models Only with Functional Tests

Functional tests answer: Does the code work? Security tests answer: Can the code be abused?

1
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Do Not Evaluate Coding Models Only with Functional Tests

Functional tests answer: Does the code work? Security tests answer: Can the code be abused?

1

Treat Model Upgrades as Security-Relevant Changes2

Ask: Does the new model introduce fewer vulnerabilities?

Inspect: Let’s do regression tests. Is the model 
introducing new vulnerabilities that weren’t there before?

Compare: Is the security pass rate lower than before?

Test: Use the LLM for different controlled and testing 
tasks before relying on it. 

Practical suggestions
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Finding 2: Over time, we found recurrent patterns of vulnerability proneness 
among model versions.

Pattern 1: Persistent Blind Spots. This category includes vulnerabilities that are 
still unaddressed by LLMs over all model evolutions. 

CWE-117 (Log Injection)
Security Test Result for Claude-Sonnet 4.5:  
Injected 'Hello, World!\n[{CUR_TIMESTAMP}]  
Received: User admin logged in.’ to insert a fake log entry.

CWE-113 (HTTP Response Splitting)

Security Test Result for Llama 4:  
Injected 'en-US\nHTTP/1.1 200 OK’ inside HTTP request.

Most benchmarks measure the capability of the LLM in generating functionally 
correct code through pre-determined tests. 

Passes functional test: read_file_from_dir(“notes.txt”) returns content Security vulnerability: Attacker passes ../../etc/passwd (path traversal, CWE-22)

but functional correctness ≠ security correctness

functional correctness:
does what it's supposed to do

security correctness:
does not do what it’s not supposed to

Limitations of LLM benchmarks

Q&A
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